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he Staff of the Securities and Exchange
TCommission’s (SEC) Division of Examinations

(Division or EXAMS) released a risk alert
on November 9, 2021 (Risk Alert) discussing the
Staff’s observations and findings from the Division’s
recent electronic investment advice initiative (elA
Initiative), a series of examinations of investment
advisers that provide “automated digital investment
advisory services to their clients” (often referred to as
robo-advisory services)." The elA Initiative focused
on helping the SEC obtain a better understanding
of the operations of, and services provided by, these
firms, as well as on how firms providing electronic
investment advice are satisfying their regulatory obli-
gations and fulfilling the fiduciary duties that advis-
ers owe to their clients. The elA Initiative examined
a selection of advisers that provide: (1) robo-advisory
services to employee-sponsored retirement plans
and/or retail investors; (2) advisory or sub-advisory
services to a digital investment platform; and/or (3)
digital investment platform access to third-party
advisers, broker-dealers, and banks through the sale
or licensing of such platform. The elA Initiative
also focused on discretionary robo-advisory services
that may implicate Rule 3a-4 under the Investment
Company Act of 1940, which provides a non-exclu-
sive safe harbor from being classified as an invest-
ment company for certain advisory programs.

While the elA Initiative and Risk Alert each
focus on the practices of advisers offering robo-
advisory services, the Risk Alert also draws atten-
tion more generally to the “significant increase”
in advisers providing electronic investment advice
to retail investors through other business models,
from more traditional advisory services supple-
mented by proprietary or third-party software to
robo-advisory services offered online or through
mobile applications. The Risk Alert also builds
on themes that the SEC articulated in its recent
request for information relating to digital engage-
ment practices (RFI), which includes a discussion
of, and requested comments on, the use of infor-
mation technology in formulating investment
advice and interacting with clients.? In the RFI, the
SEC discussed issues that it believes could arise if a
robo-adviser (1) offers limited or no direct human
interaction, (2) places “too much importance” on
clients’ responses to automated client evaluations
(for example, through use of online question-
naires), or (3) does not effectively understand and
oversee algorithms and artificial intelligence used
to construct client portfolios. For these reasons,
the Risk Alert might be of interest to any adviser
using or offering electronic investment advice or
other information technology in connection with
its advisory services.
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In this article, we summarize the Staff’s observa-
tions and assertions in the Risk Alert, provide legal
context and analyze their potential implications.

Risk Alert

elA Initiative Intent and Focus

In the Risk Alert, the Division expressed its
intention that the elA Initiative would provide the
Division with a “broad understanding” of advisers
providing electronic advice through its examina-
tion of a diverse set of advisers (for example, varying
bases for registration, business models, investment
practices, client types, assets under management)
that offer robo-advisory services, sell, license or oth-
erwise grant access to interactive digital platforms
(Platforms) to third-party advisers, broker-dealers,
and banks and/or that provide advisory or sub-advi-
sory services to such Platforms.

Application of Fiduciary and Other Duties
to Electronic Investment Advice

The SEC takes the position that investment
advisers are subject to federal fiduciary duties that
consist of a duty of care and a duty of loyalty,
which, taken together, require an adviser to act in
the best interest of its client at all times; the SEC
put forward this position in an interpretive release
in 2019 (Fiduciary Interpretation).? As stated in the
Fiduciary Interpretation, the duty of care includes
three components: the duty to provide advice that is
in the client’s best interest (which includes suitabil-
ity obligations); the duty to seek best execution; and
the duty to provide suitable advice and monitoring
over the course of the adviser/client relationship. The
duty of loyalty requires an adviser to eliminate, or to
fully and fairly disclose, conflicts of interest for the
purpose of obtaining informed consent.

According to the SEC, in order to provide advice
that is in a client’s best interest, the adviser must have
a reasonable understanding of the clients “invest-
ment profile’—the client’s financial situation, level
of financial sophistication, investment experience,

and financial goals. The Fiduciary Interpretation
explains how in the SEC’s view an adviser can form
a reasonable understanding of a client’s investment
profile by making a reasonable inquiry when advis-
ing retail clients. In forming a reasonable belief that
advice is in a retail client’s best interest, an adviser
must consider, in connection with the retail client’s
investment profile, whether the retail client is willing
to tolerate the risks associated with the investments
or overall strategy and whether the potential benefits
justify the associated risks.

In the Fiduciary Interpretation, the SEC
expressly stated that these obligations apply to robo-
advisers.* However, the Fiduciary Interpretation does
not provide specific or actionable guidance to robo-
advisers seeking to apply these fiduciary principles
to their circumstances. Rather, the SEC cited Staff
guidance provided in 2017, which provided sugges-
tions from the Staff of the Division of Investment
Management that robo-advisers could consider in:
(1) meeting their disclosure obligations; (2) assess-
ing the suitability of their investment advice; and (3)
adopting and implementing effective compliance
programs (IM Staff Guidance).?

The IM Staff Guidance observed that many
robo-advisers manage client accounts based primar-
ily, if not solely, on client responses to an online ques-
tionnaire. The IM Staff Guidance stated that some
questionnaires were “not designed to provide a client
with the opportunity to give additional information
or context.” The Staff also indicated that some robo-
advisers may not: (1) follow-up with clients about
their responses; (2) address inconsistencies in client
responses; or (3) provide assistance to a client filling
out a questionnaire. Although the IM Staff Guidance
does not take the position that any particular prac-
tices would be required to address these issues for
a robo-adviser to adequately discharge its fiduciary
duties, the IM Staff Guidance suggested that robo-
advisers “may wish to consider” whether their ques-
tionnaires and practices provide sufficient support
for the adviser’s suitability determination. The IM
Staft Guidance takes the position that in developing



a compliance program that is “reasonably designed
to prevent violations” of the Advisers Act, as required
by Rule 206(4)-7 under the Advisers Act, a robo-
adviser should consider its “reliance on algorithms,
the limited, if any, human interaction with clients,
and the provision of advisory services over the inter-
net” as sources of risks that should be addressed in
the RIA’s compliance policies and procedures.

The elA Initiative examinations followed these
themes and included a broad review of the selected
firms’ adherence to their fiduciary duties to their
clients and other compliance matters, with specific
consideration of:

m  The reasonableness of the adviser’s compliance
programs;

Annual testing of the compliance program;
How advisers formulate investment advice
(including whether sufficient information was
gathered to form a reasonable belief that the
advice was in a client’s best interest);

m  The adequacy and accuracy of disclosures as to
conflicts of interest and “customization;”

m  Whether marketing (including performance
advertising) complied with Advisers Act Rule
206(4)-1 (Advertising Rule) and, where rele-
vant, whether “securities selection and portfolio
management techniques were used when man-
aging client accounts;”

m  Advisers’ data protection and cybersecurity prac-
tices for compliance with Regulation S-P and
Regulation S-ID; and

m  The respective advisers eligibility for SEC

registration.

Use of Discretionary Investment Advisory
Programs

The Risk Alert observes that advisers provid-
ing electronic investment advice also can sponsor
or operate wrap fee programs, mutual fund or ETF
asset allocation programs, and other investment
advisory programs designed to provide the “same or
substantially similar” portfolio management services
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to a “large number of” retail clients; as a result, the
elA Initiative included a review of such programs
at “more than two dozen advisers.” The SEC takes
the position that a program where clients’ accounts
(1) are managed on a discretionary basis in accor-
dance with pre-selected investment objectives, (2)
receive the same investment advice, and (3) may
hold the same or substantially the same securities
in their accounts, could meet the general definition
of an investment company under the Investment
Company Act of 1940 (1940 Act).® In light of this
position, many sponsors of and advisers to such pro-
grams seek to rely on the safe harbor provided by
Rule 3a-4 to avoid their programs potentially being
deemed an improperly unregistered investment
company.

Rule 3a-4 provides a non-exclusive safe harbor
from the definition of “investment company” under
the 1940 Act and the registration requirements
under Section 5 of the Securities Act of 1933 for
programs meeting its terms. Among other provi-
sions, to remain within the safe harbor: (1) each cli-
ent’s account must be managed on the basis of the
client’s financial situation and investment objectives;
(2) the client must receive “individualized invest-
ment advice;” (3) clients must have the ability to
impose reasonable restrictions on their accounts; (4)
clients must be provided with a quarterly account
statement; and (5) clients must retain certain “indi-
cia of ownership” of all securities and funds in their
respective accounts.”

The elA Initiative reviewed the status of dis-
cretionary investment advisory programs recom-
mended by examined firms for compliance with
Rule 3a-4 conditions, and “specifically ... inquired as
to whether the advisers were aware of how these pro-
grams were organized and whether they were being
operated in accordance with the nonexclusive safe

harbor provided by Rule 3a-4.”

Staff Observations
The Risk Alert states that “[n]early all of the

examined advisers received a deficiency letter” and

Copyright © 2022 by CCH Incorporated. All Rights Reserved.
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that the most common findings related to: compli-
ance programs; portfolio management; and mar-
keting and performance advertising. The Staff also
observed that certain advisers relied on, but were
“notacting in accordance with, the Internet [A]dviser
exemption and ... Rule 3a-4.” In the Risk Alert, the
Staft provided further discussion and commentary
on the concerns it identified in the elA Initiative.

Electronic Investment Advice

The Risk Alert focuses on the most common
findings from the elA Initiative, which involve (1)
compliance programs (for example, policies, proce-
dures, testing); (2) portfolio management (for exam-
ple, an adviser’s fiduciary duty to provide advice that
is in each client’s best interest); and (3) marketing/
performance advertising (for example, misleading
statements, missing or inadequate disclosure).

Compliance programs. The Staff observed that
“most advisers” that were examined had what the
Risk Alert describes as “inadequate compliance
programs” due to insufficiently tailored, unimple-
mented or untested policies and procedures or a
“lack” of written policies and procedures altogether.
Most notably, the Staff observed policies and proce-
dures that were not “specific” to an adviser’s use of a
Platform and/or other digital tools to provide invest-
ment advice, including policies and procedures con-
sidering (1) whether “algorithms were performing
as intended;” (2) whether “asset allocation and/or
rebalancing services were occurring as disclosed;”
or (3) whether the adviser had direct or indirect
access to clients’ credentials (for example, pins and
passwords) in connection with “data aggregation
service(s) [that] allow a client to view third-party
financial information” on the adviser’s Platform,
which could “impair the safety of clients’ assets.” The
Staff also observed that advisers that use business-to-
business or “white-label” Platforms did not have pol-
icies and procedures to assess the Platform providers’
practices in respect of these matters. Additionally,
the Risk Alert notes that some advisers did not prop-
erly review their policies and procedures annually to

assess adequacy and/or effectiveness of implemen-
tation. In particular, the Staff found shortcomings
here with respect to marketing, performance adver-
tising and custody. Further deficiencies cited related
to the Code of Ethics Rule (including failures to
obtain required reports or acknowledgements, and
codes that did not include all required provisions).

Portfolio  management—oversight. 'The = Staff
stated that “many” advisers did not test their
Platform’s investment advice for alignment with the
“clients’ stated or Platform-determined investment
objectives or otherwise satisfying their duty of care.”
Specifically, the Staff observed advisers that did not
have written policies and procedures or whose poli-
cies and procedures were insufficient for the adviser
to (1) develop a reasonable belief that the invest-
ment advice was in each client’s best interest based
on their objectives and suitable based on their cir-
cumstances (for example, questionnaires that relied
on only a “few data points to formulate investment
advice”) and to periodically inquire about changes
to the client’s circumstances (for example, retaking
questionnaires); (2) ensure adequate oversight and
supervision of their automated Platforms, which
increased the risk of “algorithms producing unin-
tended and inconsistent results” (for example, cod-
ing errors, rebalancing errors, trade errors, “coding
insufficient to address unforeseen or unusual mar-
ket conditions”); or (3) meet its duty to seek best
execution.

Portfolio management—disclosures and conflicts.
The Staff observed that “many” advisers’ Forms ADV
included what the Risk Alert describes as inaccurate
or incomplete (or omitted altogether) disclosures
regarding conflicts of interest, advisory fees, invest-
ment and trading practices and ownership structure.
Specific examples of omitted, inaccurate or incom-
plete disclosures included occasions where advisers
did not disclose (1) an affiliation with or compen-
sation from (for example, for referrals, trade execu-
tion) third parties that recommended the adviser or
provided execution services for advisory clients; (2)
the adviser’s collection and use of client information



to formulate a recommended portfolio, or how and
when such portfolio is rebalanced; or (3) the advis-
er’s treatment of trade error profits and losses. The
Staft also observed advisers that provided what they
described as inconsistent disclosure across docu-
ments regarding advisory fee calculations. Further,
the Risk Alert asserts that “more than half” of exam-
ined advisers’ advisory agreements, terms and condi-
tions or other documents included hedge clauses or
other exculpatory language that could be inconsis-
tent with advisers’ fiduciary duties.

Performance advertising and marketing. The Staff
identified what it described as advertising-related
deficiencies at “more than one-half” of the advis-
ers examined. According to the Risk Alert, these
included (1) making misleading or prohibited state-
ments on the adviser’s website (for example, “vague or
unsubstantiated claims” regarding advisory services
provided, investment options available, performance
expectations and potential costs); (2) suggesting
Securities Investor Protection Corporation (SIPC)
protection of client accounts from market declines;
(3) using press logos without links or explanations
of their relevance; (4) making references to positive
third-party commentary without an explanation of
its relevance or potential conflicts of interest; (5)
using materially misleading performance advertise-
ments (for example, with hypothetical performance
of a model not paired with relevant disclosures to
make the performance not misleading); and (6) hav-
ing insufficient disclosure regarding “human” ser-
vices, rather than electronic investment advice (for
example, whether a human was “available, manda-
tory, or restricted,” whether a human financial pro-
fessional was assigned, relative costs of such advice).

Cybersecurity and protection of client information.
The Risk Alert states that “while all of the advisers
had business continuity plans, and the vast majority
had written policies regarding identifying and recov-
addressed

protecting the firm’s systems and responding to such

ery from cybersecurity events, fewer ...
y y

events.” The Staff also observed advisers that did not
fully comply with Regulation S-ID or S-B, because
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those advisers (1) had “covered accounts” but no
written policies and procedures to detect, prevent
and mitigate identity theft; (2) did not have policies
and procedures that addressed all of the elements
of Regulation S-P; and/or (3) did not deliver initial
and/or annual privacy notices to all clients as and
when required.

Registration matters. The Staff stated that “nearly
half” of advisers that relied on the “Internet Adviser”
exemption from registration® did not satisfy its
requirements or were not otherwise eligible for SEC
registration because they did not have an interactive
website or because they provide advisory personnel
who could provide advice to clients.?

Discretionary Investment Advisory
Programs

The Staff assessed compliance with Rule 3a-4
and, where compliance with this rule was not
claimed or observed, whether alternative measures
were employed to address the status of the relevant
discretionary advisory programs under the 1940
Act. The Staff also assessed whether adequate dis-
closures were provided and policies and procedures
were implemented to satisfy Rule 3a-4 (or any such
alternate means of addressing any 1940 Act status
questions).

Reliance on the nonexclusive safe harbor provi-
sions of Rule 3a-4. The Staff observed that advisers
often were unaware that a discretionary invest-
ment program could be an unregistered investment
company. The Risk Alert notes that some advisers
that recognized the issues claimed reliance on Rule
3a-4, while others did not claim reliance on Rule
3a-4 or employ alternative compliance measures.
Additionally, the Staff observed that some advis-
ers claiming reliance on Rule 3a-4 in respect of
the programs they operated or sponsored did not
comply with all requirements of Rule 3a-4. Noting
that many of these advisers had compliance poli-
cies and procedures that the Staff viewed as either
inadequate or insufficiently implemented (or both),
the Risk Alert reccommends that advisers sponsoring

Copyright © 2022 by CCH Incorporated. All Rights Reserved.
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or operating programs relying on Rule 3a-4 should
“adopt compliance policies and procedures that are
reasonably designed to validate that such programs”
operate in a manner consistent with Rule 3a-4’s
provisions.

Establishing  client  accounts. The  Staff
observed that some advisers relied on question-
naires that “included a very limited number of
data points, potentially increasing the risk of not
providing clients with individualized advice (as is
required to rely on Rule 3a-4) or acting in their
clients’ best interests.” The Staff also observed
advisers that expressly prohibited clients from
imposing what the Staff believed were reason-
able investment restrictions or made it difficult
to do so. For example, the Staff pointed to cases
where clients who sought to impose a restriction
were then required to select a different model
portfolio or were “warn[ed] of negative conse-
quences” from the restrictions without further
explanation; and where advisers did not in the
Staff’s view adequately disclose that the client
could impose reasonable restrictions or provided
what Staff believed was inaccurate or insufficient
information as to the ability to impose reason-
able restrictions. The Staff described these prac-
tices as conflicting with Rule 3a-4’s requirement
to allow clients the ability to impose reasonable
restrictions.

Ongoing communications. Advisers relying on
Rule 3a-4 are required to conduct certain ongo-
ing communications with program participants.
However, the Staff observed that a number of advis-
ers relying on Rule 3a-4 did not: (1) periodically
request information to update the client’s financial
circumstances or investment objectives; (2) deter-
mine whether the client wanted to impose new, or
modify existing, reasonable restrictions quarterly; or
(3) provide clients with sufficient access to advisory
personnel with knowledge of the client’s account
(for example, restricting access to advisory person-
nel through requiring certain account minimums,
failing to offer advisory personnel at all, offering

only technical support and general customer service
support).

Client rights. The Staff observed advisers that
restricted cash or security withdrawals or limited
other rights or indicia of ownership with respect
to clients’ program accounts and assets (for exam-
ple, to vote or delegate voting of proxies, to pro-
ceed directly as a security holder against an issuer
without joining any operator or other client of the
program, to receive transaction confirmations and
other required documents confirming that legal
documents were sent to clients), contravening
Rule 3a-4’s requirement that clients retain these
rights and indicia of ownership to the same extent
as if the clients held those assets outside of the
program.

Staff Recommendations for Improving
Compliance

As the Risk Alert acknowledges, the elA Initiative
reviewed a variety of advisers and observed a “wide
range of compliance practices;” as such, the Staff
noted that “not all of the [noted] practices” are “uni-
versally applicable.” Nonetheless, the Staff provided
some observations that it believes “may assist advis-
ers in developing and maintaining [an] adequate and
effective” compliance program, based on practices it
observed as being effective, including:

Tailored and effectively implemented compli-
ance programs. The Staff observed that advisers with
“adequate and effective” compliance programs,
where practices were consistent with their proce-
dures, “were not cited for deficiencies related to: (1)
portfolio management; (2) custody; and (3) books
and records. Such advisers also rarely had deficien-
cies related to marketing, performance advertising,
or billing practices.” In contrast, the Staff observed
that when it identified an adviser with deficiencies
in its compliance programs, the adviser “often had
multiple deficiencies across more than one [of these]
categor|ies].”

Routine testing of algorithms to ensure they are
operating as intended. The Staff recognized advisers



that performed algorithm-related testing at least
quarterly, noting that it had observed certain com-
monly employed practices, including: testing per-
formed by algorithm designers/software developers
that included additional teams (for example, port-
folio management, compliance either working inde-
pendently or relying on other groups, internal audit,
information technology); exception reporting or
other reporting mechanisms that combined “high-
level and account-specific results” that “often” were
reviewed by algorithm designers/software develop-
ers; and compliance issues where “many” firms also
included reviews by portfolio management or infor-
mation technology.

Safequarding algorithms. The Staff found that
“most” advisers sought to prevent unauthorized
algorithm changes by limiting access to relevant
code to certain personnel and providing advance
notice to compliance Staff of “substantive algorithm
changes or overrides.” While advisers using “white
label” Platforms generally could not modify under-
lying code, many reported that the Platform provid-
ers furnished notice to advisers of any changes.

Implications for Investment Advisers
The Risk Alert and the elA Initiative are the lat-

est in a series of SEC efforts to better understand,
and adapt the Advisers Act regulatory regime to,
electronic investment advice. The Risk Alert shows
not only that the SEC’s focus on certain areas of
compliance (for example, performance presentation,
disclosure of conflicts of interest, cybersecurity)
is broadly based and perennial, but that electronic
investment advice presents distinct challenges to
the SEC and the regulatory framework. The Staff’s
response to these challenges demonstrates a prefer-
ence to apply the same detailed fiduciary guidance
commonly applied to more traditional advisory
services. However, it is becoming clearer that the
SEC is finding what many electronic investment
advisers already know: a regulatory framework that
focuses on the human characteristic of trustworthi-
ness (which is central to acting as a fiduciary) cannot
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always be easily and directly applied to algorithm-
and machine-learning-based services, such as those
offered by robo-advisers. The greatest strengths of
automated investment services (mainly their scal-
ability, replicability and consistency in application)
have tended to be treated in the existing regulatory
scheme as failures to provide sufhiciently individu-
alized treatment, which the SEC and its Staff view
as contrary to an adviser’s fiduciary duty to provide
suitable investment advice.

Specifically, the SEC conceptualizes suitability
as a duty to provide individually tailored advice to
each client, based on the client’s investment profile.
Robo-advisers generally seek to meet this obligation
by gathering investment profile information through
the use of online questionnaires. In addition, some
robo-advisers use data analytics based on other data
gathered relating to the client to form the client’s
investment profile. However, one observed effect of
the IM Staff Guidance, the Risk Alert and the elA
Initiative has been to apply pressure to make these
questionnaires longer, more detailed and more inter-
active, and more generally to implement policies and
procedures designed to assure that each client’s best
interest was being served, with the apparent model
being human interaction. However, a rigid applica-
tion of this framework is in tension with the strengths
of automated investment services (that is, scalability,
replicability and consistency). There is a balance to be
struck regarding the degree of detailed personal infor-
mation that is necessary to bring the benefits of auto-
mation to bear in an individualized context. Each
robo-adviser will generally be in the best position to
understand this balance in light of the nature of the
services it provides. If the EXAMs Staff presses too
hard towards a human component (or replication of
human interaction), it risks disrupting this balance.

Similarly, the EXAMS Staff appears in many
cases to strictly apply Rule 3a-4 and its conditions,
without proper consideration of the evolution of the
industry. Although the Rule’s preamble states that
it is a non-exclusive safe harbor, the EXAMS Staffs

close and sometimes skeptical scrutiny of accounts
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in effect places practical pressure on robo-advisers
to comply strictly with the rule’s conditions. This
pressure can have counterproductive effects. For
example, the reasonable restriction requirement is
difficult for many robo-advisers to implement, since
it impedes the purpose and strengths of the robo-
advisory model, namely scalability, replicability
and consistency. The Risk Alert has compounded
this difficulty, by implying that it is not a reason-
able restriction for a robo-adviser to require a cli-
ent to select a different model portfolio where the
client’s requested restriction would impose material
additional programming and managerial costs on
the model portfolio program or would otherwise
impede the scalability of the program.

It should be considered reasonable to treat Rule
3a-4 as the non-exclusive safe harbor that the SEC
stated it to be: compliance with the conditions of
the rule that remain relevant in the context of elec-
tronic investment advice, plus compliance in spirit
if not in letter with other conditions (in particular,
“reasonable restrictions”), should still be sufficient to
establish that a robo-adviser’s program is not a vir-
tual investment company. More fundamentally, the
SEC can and should eliminate the reasonable restric-
tion requirement from Rule 3a-4 for all programs.
Requiring an adviser or sponsor to accept restrictions
is not necessary to provide sufficiently individualized
treatment, and it is unwarranted to apply the full
panoply of 1940 Act regulation to separate accounts
that are managed similarly when each is suitable for
the relevant program participant and each partici-
pant retains the indicia of individual ownership of
the assets in its account.

It is reasonable for the SEC and its Staff to
expect that investment advisers, as fiduciaries, have
reasonable processes and practices to avoid errors in
investment-related code and systems. But, treating
an electronic investment adviser’s coding processes,
testing and quality controls as compliance proce-
dures, when human advisers’ comparable practices
are generally considered to be part of the investment
process and supervision rather than compliance

functions creates an unintended and undesirable
double standard. These processes, for advisers who
use electronic investment advice to service clients,
are better understood, like their human analogs, as
governance and supervisory processes, and are bet-
ter overseen and tested through a separate compli-
ance program. Compounding this issue, in treating
these processes as part of, rather than as subject to,
the compliance function, the SEC and front-line
compliance professionals face the same practical dif-
ficulty: how to effectively design, implement, moni-
tor and test highly technical, code-based systems
within the scope of a regulatory compliance program
adopted under rules that were conceived in the con-
text of traditional, human-based services. Respecting
the distinction between coding and compliance will
empower compliance professionals by centering
their roles on their core areas of technical skill and
authority.

The Risk Alert shows many signs that the SEC
and its Staff are developing an appreciation for
these issues. However, some of the Staff’s expecta-
tions (for example, assessing whether electronic
advisory programs are meeting clients’ best interests
as part of the compliance function) treat investment
functions as compliance matters, and they assume a
degree of coordination among compliance, invest-
ment management and software development per-
sonnel that is not yet practicable, Moreover, they
might be too rigid and inflexible to conform to the
diversity of the different types of advisers and advi-
sory models.

The Staff’s statements in the Risk Alert and IM
Staft Guidance are unlikely to be the final words on
these topics. Continued development of technology
and industry practices, and engagement between the
industry and the Staff, necessarily will lead the SEC’s
and Staff’s views to evolve. For now, the Risk Alert
is a valuable indication of the SEC’s and the Staff’s
current views and direction in applying the Advisers
Act regulatory framework to electronic investment
advice. Thus, robo-advisers and other firms that
employ electronic investment advisory techniques



may find it useful to study the Risk Alert and future
statements from the SEC and Staff, both to learn
whether these firms’ practices, disclosures and poli-
cies and procedures are consistent with the Staff’s
statements and to get a potential sense of where
practices may lead.

Mr. Perlow is a partner in the San Francisco
office, Mr. Sherman is a partner in the
Washington, DC office, and Ms. Rodriguez and
Ms. Belokon are associates in the Washington,
DC office of Dechert LLP.

NOTES

T SEC Division of Examinations, Risk Alert,
Observations From Examinations of Advisers that
Provide Electronic Investment Advice at Arzps:/fwww.
sec.gov/exams/announcement/risk-alert-electronic-
investment-advice (Nov. 9, 2021). The Division of
Examinations was formerly known as the Office of
Compliance Inspections and Examinations (OCIE).
At times, this article tracks language in the Risk Alert
without the use of quotation marks.

Request for Information and Comments on Broker-
Dealer and Investment Adviser Digital Engagement
Practices, Related Tools and Methods, and
Regulatory Considerations and Potential Approaches;
Information and Comments on Investment Adviser Use
of Technology to Develop and Provide Investment Advice
at hps:/fwwuw.sec.gov/rules/other/2021/34-92766.pdf,
SEC Rel. Nos. 34-92766, IA-5833 (Aug. 27, 2021);
SEC Press Release, SEC Requests Information
and Comment on Broker-Dealer and Investment
Adviser Digital Engagement Practices, Related Tools
and Methods, and Regulatory Considerations and
Potential Approaches; Information and Comments
on Investment Adviser Use of Technology at htps://
www.sec.govinews/press-release/l2021-167  (Aug. 27,
2021). The SEC also explored related issues at a
meeting of the Evolution of Investment Adviser
subcommittee of the Asset Management Advisory
Committee on July 7, 2021. See SEC Webcasts, SEC

VOL. 29, NO.7 - JULY 2022 9

Asset Management Advisory Committee Meeting
at  hups:/fwww.sec.gov/video/webcast-archive-player.
shtmldocument_id=070721-amac-meeting-partl.

See Commission Interpretation Regarding Standard of
Conduct for Investment Advisers at https:/fwww.sec.gov/
rules/interp/2019/ia-5248.pdf, SEC Rel. No. IA-5248
(June 5, 2019).

Id at n.27.

Division of Investment Management, Robo
Advisers at  hetps:/fwww.sec.govlinvestmentlim-guid-
ance2017-02.pdf, IM Guidance Update No. 2017-
02 (Feb. 2017).

See, e.g., Status of Investment Advisory Programs Under
the Investment Company Act of 1940, SEC Rel. Nos.
1C-22579, 1A 1623 (Mar. 24, 1997) at 4-7.
Advisers Act Rule 3a-4 (Status of Advisory Programs).
For more information on the Rule 3a-4’s safe harbor,
see Request for Information and Comments on Broker-
Dealer and Investment Adviser Digital Engagement
Practices, Related Tools and Methods, and Regulatory
Considerations and Potential Approaches; Information
and Comments on Investment Adviser Use of Technology
to Develop and Provide Investment Advice at https://
www.sec.gov/rules/other/2021/34-92766.pdf, SEC
Rel. Nos. 34-92766; 1A-5833 (Aug. 27, 2021).

An Internet Adviser is eligible for registration
because the entity: provides investment advice to
all clients through an interactive website (i.e., “a
website in which computer software-based models
or applications provide investment advice based on
personal information each client submits through
the website”) and to fewer than 15 clients through
other means during the prior 12 months; maintains
a record demonstrating that investment advice is
provided exclusively through an interactive web-
site in accordance with these limits; and does not
control, is not controlled by, and is not under com-
mon control with, another investment adviser that
is SEC-registered solely in reliance on the adviser
registered under this exemption. Advisers Act Rule
203A-2(e).

In other cases, the Staff found that an adviser’s

affiliates were improperly unregistered because the

Copyright © 2022 by CCH Incorporated. All Rights Reserved.



10 THE INVESTMENT LAWYER

affiliate was operationally integrated with the reg- was improperly registered due to its reliance on the
istered adviser, and therefore ineligible to rely on a Internet Adviser’s registration as a basis for its own
registration exemption or, in other cases, the affiliate registration, which is not permissible.
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